
Digital Investigation Support Services

SOLUTIONS

Expert Guidance for Digital
Forensics Investigations
Involving Foreign Language
and Content
The presence of foreign language text in a digital forensics
case can create unexpected roadblocks in the investigation.
The available investigative tools or methods may fail in the
presence of foreign language content because:

• They may fail to recognize media formatting or data
encoding systems used by foreign operating systems;

• They may fail to reconstruct other details such as the
timeline of digital events;

• They may not support needed correlation functionality; or

• They may be unable to identify potentially fruitful areas of
investigation not previously considered.

When these roadblocks occur, expert assistance is required.
That's the role of Basis Technology's Digital Investigative
Support Services, an experienced team of digital forensics
specialists.

Agencies of the U.S. government and other national
governments have repeatedly employed our team over
recent years to successfully enable some of their most
challenging investigations and media exploitation efforts.
They come to us for our unique expertise -- as proven by
industry-leading solutions in such fields as entity extraction,
automatic language identification, multilingual search,
identity resolution, automatic translation and transliteration.
Fundamental to all of our solutions is an essential core
competency: To find information within the digital domain
across a wide variety of formats, encodings, languages, and
cultures.

SUPPORT SERVICES
During an investigation, Basis Technology can provide the
following services:

• Data recovery and file system analysis

• File structure decoding

• Automatic detection of text encoding and language

• Digital event reconstruction

• Translation of text in foreign language

• Data mining and correlation

• Social network reconstruction

Basis Technology also develops custom solutions for larger
infrastructure problems. For example, we have developed
custom tools to export drive data to databases and to build
repositories for tracking trends in analyzed data.

HOW OUR SERVICES WORK
Clients come to us with problems that they or others have
been unable to solve. The media formats, data encodings,
or foreign language content may be unknown or unfamiliar.
Equipment or media may have been mishandled or damaged,
either intentionally or inadvertently. Previous attempts may
have corrupted or deleted data. Information may need to be
evaluated within a broader context such as a social network or
a particular cultural idiom.

There are also times when available tools and methods are in
fact successful at revealing information. Yet, the investigator
remains unsatisified. For example, there may be reason
to believe that the extracted information may have other,
broader implications beyond its literal meaning. Or it may
not fit with other clues such as physical evidence or human
intelligence.

Problems like these do not, by definition, lend themselves to
narrow or cookie-cutter approaches. We handle each client
request as a unique case and develop a tailored plan of attack
based on our discussions with the client; our examination of
the target media; and our review of analysis procedures that
were and were not previously applied. Where no appropriate
"off the shelf" solution already exists, we may invent original
tools or methods. In all cases, and at each step, we clearly
explain our assessments, recommendations, and findings for
approval before proceeding further.
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WHO USES OUR SERVICES?
Investigators looking for information on acquired disk images.
Typical clients include intelligence agencies, law enforcement
agencies, and e-discovery service providers.

WHY USE OUR SERVICES?
For targeted assistance when available tools and methods
have not revealed either the underlying information or vital
details such as encoding formats or digital timelines.

THE BASIS TECHNOLOGY DIFFERENCE
Deep and broad experience at solving difficult problems in
digital forensics across a wide range of formats, encodings,
languages, and cultures.

EXPLORE FURTHER
For more information or to request an evaluation copy,
please call us at +1-617-386-2090 or +1-800-697-2062, or write
to info@basistech.com. We will be happy to assist you in
evaluating the performance of our products on your data.

http://www.basistech.com/products/requests/evaluation-request.html
mailto:info@basistech.com

