
CUSTOM SOLUTIONS
• Workflow automation
• Scalable distributed systems
• Big Data analysis

ADVANCED SERVICES
• File system forensics 
• Mobile device forensics
• Reverse engineering

MAJOR FOCUS AREAS
• Law enforcement 
• Cybersecurity
• Intelligence

Faster Results Through Automation 
and Tailored Solutions
Examiners’ backlogs continue to overflow, and the 
exponential growth in both the number of drives and the 
average storage space they need to analyze shows no 
signs of slowing down. With most existing tools lacking 
automation, an examiner is relegated to manually working 
through each individual disk examination and struggling to 
make a dent in their backlog.

Basis Technology is working to enable fast and efficient 
examination processes through the use of:
•  Intuitive tools that are easy to navigate and use
•  Distributed systems that process data faster and 
 automate aspects of an investigation
•  Advanced examiners that can solve the hard problems
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Custom Solutions
For agencies and labs whose throughput is being limited by their 
current commercial off-the-shelf digital forensics tools, Basis 
Technology can build a system that meets your specific needs. Our 
team of digital forensics engineers has extensive experience building 
applications to improve investigation accuracy and efficiency 
including:

•  Distributed systems that analyze hard drive data in parallel 
 on a cluster of computers to obtain quick results

•  Graphical interface applications concentrated on the 
 workflow of a specific group, enabling a more focused 
 interface and decreased training time

•  Parsers for physical memory dumps from mobile devices 
 that were acquired by JTAG or chip removal that are not 
 supported by other tools

By continuously evolving our digital forensics software frameworks 
and leveraging the experience of our digital forensics examiners, Basis 
Technology’s engineers quickly adapt to our customers’ unique 
requirements and build extensible and scalable software solutions. We 
believe in treating our customers as partners in the development of 
new capabilities that meet the demanding needs of today’s digital 
forensics environments. Basis Technology specializes in filling the gaps 
produced by other digital forensics and media exploitation tools.

Advanced Services
Digital forensics is a broad reaching community of practice across a 
variety of verticals, markets, and use cases from individuals, 
government agencies, and enterprise commercial business. Our 
software and services have been used in a variety of ways across 
these categories of organizations. 

U.S. government agencies have repeatedly employed our team to 
successfully enable some of their most challenging efforts and 
investigations in media exploitation and digital forensics. With 
extensive experience in forensics investigations and software 
engineering, our team is uniquely qualified to conduct investigations, 
train examiners, and research hard-to-analyze file types or formats.

Most firms offer services limited to the use of tools only. Basis 
Technology’s examiners offer a more comprehensive solution by 
collaborating efficiently with our software engineers. When our 
examiners encounter problems that are not solved by existing tools, 
we research the issue and custom build a tool to solve the problem. 
Our examiners have backgrounds in law enforcement, military, 
intelligence, and intrusions. Our engineers have backgrounds in 
designing forensics tools, operating systems, distributed systems, 
and file formats. This combination makes us especially qualified for 
research and providing high-end training and analysis services.

Technical Integration Services
Many of our customers have specialized environments and needs that 
are dictated by those environments. We pride ourselves on our ability 
to work with you and collaboratively come up with a solution that 
meets your priorities within your existing infrastructure and operating 
procedures.

We are accustomed to working in a variety of environments with a 
variety of classifications and sensitivities. Likewise, we know how to 
exist within your infrastructure without disrupting your normal 
business operations or mission execution.

We send our team of experts to your site to install and test our 
systems — whether they are custom developed or our stock product. 
Our objective is to ensure your complete satisfaction with the 
operation of your digital forensics environment.

Areas of Expertise
• Computer and cell phone forensics: Our examiners are trained to 
 use industry standard tools alongside custom tools that enable 
 them to find evidence on hard drives and mobile devices.

• Reverse engineering of file formats and hardware: Our engineers 
 have extensive experience reverse engineering data and systems. 
 We have reverse engineered file systems, binary files, and physical 
 dumps from mobile devices that were acquired with chip off and 
 JTAG. We reverse engineer the formats and also build parsers to 
 extract all of the evidence.

• File system analysis: Our engineers and examiners have an in-
 depth knowledge of file systems, can help build parsers for new 
 file systems, and perform in-depth analysis of known file systems.

Cybersecurity
With the ever increasing threat to sensitive information in both the 
corporate and government enterprise settings, Basis Technology has 
begun to apply our digital forensics and distributed systems expertise 
to the world of cybersecurity.

To fully analyze a cyber intrusion, responders require data from both 
the network and compromised systems. The challenge is that 
analyzing hard drives is largely a manual process and response teams 
do not always have the resources to do so when the scope of a breach 
is large. This can lead to critical data being ignored that could 
otherwise be used to identify the information an attacker was looking 
for, whether or not they were successful in accessing it, the source of 
the attack, and for profiling future attacks. We have begun work on 
creating custom automated solutions that support responders by 
combining machine learning with both signature and non-signature 
based techniques to bring information to the forefront of their 
investigation, without adding additional overhead. For more 
information on our solutions, please contact us.
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Autopsy: 
Extensible Digital Forensics Platform
Autopsy™ is an open source platform that enables the creation of 
fast, thorough, and efficient hard drive investigation tools that evolve 
with your needs.

Features
• Triage capability and real-time alerting
• Automated workflow based on The Sleuth Kit™
• Windows installation
• Case management and report generation
• Recent user activity extraction including: web history, recent 
 documents, bookmarks, downloads, and registry analysis
• Keyword and pattern search including: phone numbers, email 
 addresses, URLs, and IP addresses
• Hash lookup
• Interesting files detection and timeline viewing
• ...and much more

Leveraging Open Source Frameworks
For digital forensics investigators and analysts, there are numerous 
advantages to using open source software and software built on open 
source platforms like Autopsy and The Sleuth Kit:

• Transparent evidence extraction: Open source platforms allow you 
 to look at the source code and to verify that the software is 
 performing its functions in a forensically sound way. This can prove 
 to be critical when testifying or preparing for litigation.

• Easily extensible: Open source platforms grow organically and as 
 the needs of their constituents and users change, so does their 
 functionality.

• Active community of users and developers: In addition to 
 commercial support offered by Basis Technology, there is a wealth 
 of information that is available in a community that has evolved 
 over the last 11 years, where both users and developers are actively 
 working to improve the software platform. This free knowledge 
 base is an extremely powerful value-add to your purchased 
 enterprise support.

Custom Modules
Autopsy is a premier digital forensics platform that has largely been 
built by engineers at Basis Technology and the open source 
community.  Autopsy is a powerful framework and graphical interface 
to The Sleuth Kit that enables the creation of flexible and extensible 
systems. Basis Technology has built modular functional add-ons to the 
Autopsy platform, specifically for Cybersecurity, Law Enforcement, and 
the Intelligence Community.

The platforms come with a standard set of modules to cover the 
broadest array of hard drive investigation use cases, but were 
designed knowing that different organizations have different needs 
and workflows. Basis Technology’s ground level expertise and 
development know-how with these platforms enable us to build 
modules efficiently, resulting in an effective customized solution for  
your team’s investigation and maximizes your engineers’ time to focus 
on other critical activities.

There are three general types of modules available:

• File Analysis: These modules focus on file content and attributes. 
 Modules in this category flag suspicious files and extract 
 information from files. Custom modules can extract data from rare 
 file formats, apply proprietary detection techniques, and interact 
 with correlation databases.

• Reporting Modules: These modules organize the analysis results 
 into a report. Custom reporting modules can produce output in  
 formats that are required by your organization.

• Graphical Analytics Display Modules: These modules leverage 
 analytics and visualization to improve the efficiency of 
 examinations. Custom modules in this category include 
 timeline visualization of large amounts of events and sorting of 
 graphical images.

Depending on your needs, any custom development can be 
integrated back into the publicly available source code or made 
available only to your subscription account. Collaboration is a key 
part of our business model — we write the code and work with you to 
decide how the intellectual property is managed.

Tag and Categorize Files for Reporting

Graphical Timeline View of File Activity
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Commercial Support
Like many open source projects, Autopsy has an active online user 
community to help with basic problems and maintain email lists for 
users and developers. Oftentimes this level of support by the 
community has a difficult time scaling to enterprise level users. Most 
open source community members invest personal time to answer 
questions, and enterprise users deserve the responsiveness of 
dedicated partners who invest their corporate means into the support 
of the technology.

Basis Technology provides commercial support for Autopsy to give 
your team enterprise-level fortification for your investigation needs. 
Base subscription limited use open source support services includes:

• Access to highly responsive support engineers via support tickets

• Support for Autopsy and modules developed by Basis Technology 

A Basis Technology engineer will work with you to analyze the issue 
and help you resolve it in a way that maintains your workflow. If the 
issue is classified as a bug, it will be placed in our next development 
cycle for resolution and committed back to the community source 
code.

Training
To maximize your efficiency and reduce the learning curve that can 
sometimes come with adopting a new tool, Basis Technology offers 
focused, hands-on training sessions for Autopsy. Our experienced 
training instructors lead in-depth sessions at fully-equipped training 
labs throughout the continental United States. Please visit our website 
at www.basistech.com for the latest scheduled offerings in your area.

Basis Technology also provides mobile training, including shipping the 
training lab and instructor to your facility (or your preferred location). 
Please contact us for information regarding pricing and availability. 

ABOUT BASIS TECHNOLOGY
BASIS TECHNOLOGY develops innovative products and solutions 
incorporating multilingual text analytics and digital forensics.
Our Rosette® Linguistics Platform provides morphological
analysis, entity extraction, name matching, and name translation,
yielding useful information from unstructured data in such fields
as information retrieval, government intelligence, e-discovery,
and financial compliance. Our digital forensics team pioneers
better, faster, and cheaper techniques to extract forensic
evidence, keeping government and law enforcement ahead
of exponential growth of data storage volumes.

Our products and services are used by over 250 major organizations,
including Amazon.com, EMC, Endeca, Exalead/Dassault, Fujitsu,
Google, Hewlett-Packard, Microsoft, Oracle, and governments around
the world. Learn more at www.basistech.com or call 800-697-2062.

BRIAN CARRIER, Ph.D.
Vice President, Digital Forensics

Brian leads the digital forensics team at 
Basis Technology, delivering services and 
developing custom systems. He is the 
author of the book “File System Forensic 
Analysis” and developer of several open 
source digital forensics analysis tools, 
including The Sleuth Kit and the Autopsy 
digital forensics platform.  

9-6 Nibancho, Chiyoda-ku  
Tokyo 102-0084
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